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ODbjectives

A Provide a businesscentric perspective on cyber
security risk

A Focus on where legal and IT collide i at the point of
breach IMPACT

A Deliver guidance on how to prepare your organization
to control business risks in the event of a breach
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Compromise Insiders Attackers Groups Syndicates Hackers

Number of Breaches per threat actor over time
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Top Motivations:

1.) Financial Data
2.) Corporate Espionage
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SOURCE: 2014 Verizon Data Breach Investigations Report
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Gap between offense and defense is growing 0 despite huge investments by defenders
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Percent of breaches with timelines of days or less

Time to Compromise

—

Time to Discovery
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SOURCE: 2014 Verizon Data Breach Investigations Report
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2013 DBIR
Gap Stats:

69% of attacks
achieved data
exfiltration in
hours or lesX

while 62%
breachedake
monthsto
discover.
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Snapshot of the Average Breach

Figure 1. The average number of breached records by country
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U.S. Average Cost Per
Record$201

U.S. Average Per
Organization$5.85 million

5h9{ bQc¢ :LCdrts ssobidied with
reputational damage, business distractions, law
suits and fines

GLOBAL ROOT CAUSE STATS

= Malicious or criminal attack
= System glitch
= Human error

a5
UBM



INTEROP | aos\Vegas Feorvmoniry

Megabreaches: Target

A Timeline of the Target Data Breach
ey Target Data Breach Spilled Info
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Target Timeline
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== - THE WALL STREET JOURNAL
POS maiware fully inTa itk
e R = Target Faces Nearly 70 Lawsuits
o ey Over Breach

Missed Alarms and 40 Million Stolen Credit
Card Numbers: How Target Blew It

By Michael Riley, Ben Elgin, Dune Lawrence, and Carol Matlack | March 13, 2014
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Target: Lessons Learned

At least 100 lawsuits filed Iin various state and federal courts

Common causes of action brought against Target
A Negligence
A Breach of contract
A Breach of fiduciary duty
A Invasion of privacy
A Consumer fraud and deceptive business practices
A Violation of numerous state and federal statutes

Common theories of damages caused by the breach
A Fraudulent charges
A Credit monitoring fees
A ldentity theft
A Lost wages
A Damaged credit scores
A Anxiety over financial well-being
A Losses by financial institutions (replacing debit/credit cards, closing accounts, reversing fraudulent charges, lost interest/tr ansaction fees)
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Target: Lessons Learned

Congressional Inquiry Document Request

1. All written policies . . . relating to threat monitoring, network security . . .

2. All documentation . . . detailing the funds spent and persons employed on the network security of systems serving Target
stores.. ..

3. All emall correspondence, analyses, reports, or any other communications relating to . . . information security systems
implicated in this breach.

4. Please detail whether Target was previously aware of any potential vulnerabilities to . . . systems implicated in this breach .

Interop.com/lasvegas @Interop ’ #Interop
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Target: Lessons Learned

Target Breach: Tallying the Fallout

Transactions at Target fell 3-4% compared to previous year while other retailers report strong results
46% drop in profits in Q4 2013, Target lays off 475

Target CIO resigns

Target CEQ resigns

100+ lawsuits, including shareholder and bank suits
I NYT Estimates cost of replacing cards is $400 million

Direct costs relating to breach response and remediation (including legal fees) estimated to be as high as $1B
Insurance coverage only $100M
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MegaBreaches: Anthem

Anthem Breach: Tallying the Fallout

A Credit monitoring and notification services average $100 per person:
i $100 x 80,000,000 = $8 BILLION?

A HIPAA fines estimated at $3 million
A 50+ class action suits filed in less than a month
A

Indirect cost too complex to estimate:
A Legal liabilities entangling nearly 60 health insurance plans from Hawaii to Puerto Rico
A Just one first-class mail notification:
I 49 cent stamp x 80,000,000 = $40,000,000

Ve

A Response and remediation costsé at this point, does I
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Indirect Costs Add

Figure 18. Percentage direct and indirect per capita data breach costs
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New PrecedentBanks Suing To Recoup
Admin Costs

A Target card replacement = $400 million
A Secret Service estimates 1,000 merchants have had similar breaches.

-- New York Times

Source: 2014 Cost of a Data Breach Study, Ponemon Institute
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Mitigating Cost

Figure 9. Impact of eight factors on the per capita cost of data breach
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U.S. Average Cost
Per Record = $201

Source: 2014 Cost of a Data Breach Study, Ponemon Institute
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Economic Impact of IP Theft

Annual Losses Exceeding $300 BILLION

/The annual losses are likely to be comparable to the current annual level of U.S. exports to Asiad over $300 billion. The exact figure is
unknowabl e, but private and governmental studies tend to understate

Athe greatest transfer of wealth in history.o
I General Keith Alexander, Commander of the U.S. Cyber Command and Director of the National Security Agency

Costing millions of U.S. Jobs
nlf | P were to receive the same protection overseas that it does her

Inhibits U.S. GDP growth.
nBetter protection of | P would encourage significantly more R&D i nve

Discourages Innovation

AThe incentive to Iinnovate drives productivity growth anheftdinhnsheadvanc
t hat 1T ncentive. o

Source: IP Commission Report, 2013
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Increasing Regulatory Action

Federal Trade Commission (FTC) Washington and New York
A As January 2015, settled 53 data security enforcement actions A Legislation expanding reporting r e
investigate

Health and Human Servicesd Of fice

faor Civil ' s .
) . o L Neonork Department ofF&ljna%cr}aE Services
A $4.8 million record-breaking fine issued for HIPAA violation

A Regular, targeted security assessments and higher security

A A wal l o f Shameo standards
A Stronger measures regarding representations received from third-
Federal Communications Commission (FCC) party vendors

A $10 million fine against to two telecomm companies

Federal Financial Institutions Examinations Council
A Pilot program reviewed security of 500 financial institutions

State of California, Department of Public Health
A 22 settlements in 2014
A8 settlements in 2015¢é so far
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