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Mike Zachman - CIA, CISM, CGEIT
Deputy CISO, Caterpillar Inc.

* Developed and globally deployed Caterpillar’'s current information security
program

 Currently leading Information Security transformations at two high-risk business
units to improve their capability to protect, detect and respond to information

security risks.

Interop.com/lasvegas @Interop y #Interop



INTEROP Laos Vegas Fesiutiity » “;
Objectives

Discuss the use of a Capability Maturity Model to

— Measure and communicate progress
— Show strategic alignment
— Calibrate with program management
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An Example Capability Maturity
Model
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Maturity Rating Scale

The maturity rating scale is based on an industry standard Capability Maturity Model, that helg
assess current maturity of the program and capabilities to determine the desired future state
and identify where improvements are required.

Maturity level descriptions

Initial/Ad hoc
» Basic undocumented, changing capability is in place with some technology and tools; limited local processes, and limiatbo@asupport.

Repeatable

» A partial capability is in place with a combination of sdewhnology andools; localprocesses covering somegions/businessinits or processes are repeatable, but may not be go@dtice or
maintained; and limitedrganizational arrangement to support gopcactice.

Defined

3 » A defined capability is in place with significéthnology andools forsome key resources ammeople; processes definddr some regionsnd/ or businessunits; and organizationguidance is in
place for some key regions and/or business units.

Managed

4 » A mature capability is in place with advandedhnology andoolsfor some key resources ameople, consistenprocesses exist for some regiagsd/or businesaunits, and somegovernance is in
place accountability/responsibility/metricsfor some key regions and/or businassts.

Optimized

» An advanced capability is in place which is lea@idgetechnology andools forall key resources angkeople, consistenprocess across regions, businesds, and effectivgovernance is in place
(accountability fresponsibility/continuamonitoring for improvement
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Communicating with a Capability
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Some Basic Questions Regarding Information Security....

 How are we doing?

» What are our biggest concerns?
 How do we compare with our industry?
» Are we doing enough?
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IT Security Compliance — Page 1 of 10 The Typical

Response

: May Jun Jul Aug Sep Oct | Enterpnse| Glidepath
Measure Metric GPO Current Status
2014 | 2014 | 2014 | 2014 | 2014 | 2014 | Target Status P

1 10,872 11,778 4,333 7.094 5,254 4,428 5% @ ‘

997 9924 99% 997 997 9924 =
y 943 94 957 3432 96 97
1 1,825 2,315 2,205 1,997 1,899

Desktop, 4 \

Identify and |3 95 95% 957 942 ) Within Control Limit
Security t =1 Mot Met
Services 9

A (5] Mot Met
A [ ] Mot Met
3 [ ] Not Met
9 [ ] Not Met
F [ ] Mot Met
y [ ] Goal Met
= [ ] Goal Met
Server & F (] Goal Met
Storage b ] Mot Met
1 ] Goal Met
i [ ] Goal Met
L [ ] Mot Met
y o Below Lower Control
Technical A 367
Services TBD
| 672 672 675 BV 672 80 (0] Within Control Limit
Shared Metrics 5 5 5 5 9 5 @] Goal Met
Information 63% 87% 8874 88%4 88% sz @ Goal Met
Security
0 2 3
0:00:00) 0:00:00] 0:00:00 0:00:00 Goal Met
Compqter 0:00:00, 0:00:00 0:00:00 0:00:00 72 hours| ]
Ise‘?;""’t' 0:00:00] Datanct | Datanot 0:00:00 0:6:00)  0:00:00
Flzz:noi;e y available | available
[CSIRT) 3 190 409 172
0:02:10 0:00:08] 0:00.04 0:00.04 @] .
Goal Met
373140 19:04:00 3137.0 33530 < 96 hours|
s 02:39.0 02:16.0

Interop.com/lasvegas @Interop y #Interop

Tech



CONNECTING THE
IT COMMUNITY

INTEROP | as \V/egas
Capability Maturity Model

Security maturity benchmark results — Year 1
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Capability Maturity Model

Security maturity benchmark results — Year 1
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Some More Questions Regarding Information Security....

* Are we improving?
» Are we spending in the right areas?
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Capability Maturity Model

Security maturity benchmark results — Year 2
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Major Accomplishments:

A Documented Information Security
strategy aligned with enterprise
objectives

A CISO organization established with
dotted line to Board Audit Committeg¢

A Demonstrated improved awareness
during selfphishing exercises

A Established a formal information
security metrics program and
achieved targets across several key
performance indicators

A Implemented mobile device
management

A Enterprise policies and standards
documented and approved by
Executive Office

UEM
Tech
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Still More Questions Regarding Information Security....

« What is our target?

» How does our target compare to the industry?

» Are we investing in alignment with our strategy?
« Are we investing enough?
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Capability Maturity Model

Security maturity benchmark results — Years 3+
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Takeaways of a Capability Maturity Model

\/ Easy to understand and communicate information security posture

V/ Provides a holistic view of information security and the ability to establish a baseline
for benchmarking

\/ Help identify the strengths and weaknesses of an information security program and
thereby, areas for improvement; helps provides justification for where the program
needs to mature to prioritize investments

7 Does not replace the necessary mountains of operational metrics

# |s only one tool in your toolbox...it doesn’t do everything
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Questions?
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