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Top Five Mobile Computing Vulnerabilities

5) Removable Security



Removable Security

Å Security risk – what is user doing on device after 
MDM is removed

Å Security risk – managed device simply vanishes 
from view. You sure user deleted MDM? (stored 
files, etc)

Å Help desk – how do I get this thing back on?

Å Even worse – self service portal and user can take 
off and put on at will



Removable Security

Å Is it ‘OK’ for users to turn off or 
remove security from desktop or 
laptop computers?

Å How is it ‘OK’ on mobile devices?

Å Best practice:

ïPrevent removal

ïAlert and remediate on 
removal

ïFor iOS use Device Enrollment 
Program (DEP)
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4) BYOD



BYOD
Å Obviously a major risk

Å Fragmentation of Android makes it a 
challenge based on device and OS

Å Every carrier and every device on every 
carrier have their own operating system

Å Samsung and now some others helping with 
that

Å iOS much easier in that vain

Å Best practices:

ï Standardize on certain devices and OS’s

ï Carefully evaluate what network 
resources if any BYOD devices access

ï Make sure legal and HR are part of 
process

http://www.androidauthority.com/android-distribution-april-
2015-599431/

https://developer.apple.com/support/appstore/
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3) SSL



Man-in-the-Middle Attack
(MitM)

1. Traffic between the client and web server is intercepted. 

2. When an HTTPS URL is encountered the attacker replaces it with an HTTP link and keeps a 
mapping of the changes. 

3. The attacking machine supplies certificates to the web server and impersonates the client. 

4. Traffic is received back from the secure website and provided back to the client.

Connect to HTTPS Site on 443 Connect to HTTPS Site on 443

Communication in Cleartext Encrypted Communication

Replace HTTPS Content with HTTP Content Provide Server Certificate

Attacker Web ServerMobile Device



MiTM
Demo



Man-in-the-Middle Attack
(MitM)

Å In the news: Open SSL Flaws

ïHeartbleed

ïPoodle

ÅMiTM attacks rampant – and easy

ÅBest practices:

ïPray, update and patch like crazy

ïUse IPSec
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2) Device Hijack



Device Hijack

Å Phishing and Spear Phishing are as 
great if not a greater risk in the mobile 
world. Old school meets new school.

Å Users will install anything and as fast 
as they can to get something else they 
want!

Å If I can get a profile file on your device 
– I own it!

Å Best Practices:
ï Security Awareness Training

ï On device detection and remediation



Device Hijack
Demo
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1) Mobile Malware



Mobile Malware
(Trojanized Apps)

Å Old school meets new school…..

Å Sound familiar – noticing a pattern 
here?

Å Users will install an app they want 
faster then anything else!

Å If I can get a trojanized app on your 
device, I can own that app.

Å Best Practices:
ï Security Awareness Training

ï On device detection and remediation

ï App White / Black Listing



Mobile Malware
Demo



Questions?

Eric Green
egreen@mobileactivedefense.com

914.244.1060
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