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5) Removable Security



INTEROP | as Vegas Fovusimy

Removable Security

A Security risk — what is user doing on device after
MDM is removed

A Security risk — managed device simply vanishes
from view. You sure user deleted MDM? (stored
files, etc)

Help desk — how do I get this thing back on?

Even worse — self service portal and user can take
off and put on at will
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A Is it ‘OK’ for users to turn off or
remove security from desktop or
laptop computers?

A How is it 'OK’ on mobile devices?
A Best practice: x
I Prevent removal e
I Alert and remediate on B wi
re m Ova I Bluetooth

Cellular

I For iOS use Device Enrollment —_—

Program (DEP)

Interop.com/lasvegas @Interop y #Interop
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Removable Security

No SIM = 12:14 PM

< Profile Profile

1% 4

. MDM Profile

Signed by Apple Configurator
(84:38:35:50:49:CA)
Not Verified

[al W rtains Restriction
Password Policy

2 Web Clips
Certificate
Details
Delete
1retinne
: Cancel
=

Y [l 2 @
@ App info

MDM
Version 0.9.0

Storage

1.31MB
Application 1.28MB
USB storage app 0.00B
Data 32.00KB
SD card 0.00B

Clear data

Cache

Cache
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4)  BYOD
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https://developer.apple.com/support/appstore/

Interop.com/lasvegas

Do To  Po o Do Ix

BYOD

Obviously a major risk

Fragmentation of Android makes it a
challenge based on device and OS

Every carrier and every device on every
carrier have their own operating system

Samsung and now some others helping with
that

IOS much easier in that vain
Best practices:
i Standardize on certain devices and OS's

i Carefully evaluate what network
resources if any BYOD devices access

i Make sure legal and HR are part of
process

@Interop , #Interop
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£ «,m,l n | Codename ,mannt, istribution
2 Froyo 8 0.4%

Gingerbread 10 6.4%

£.0.3 ice Cream 15 5.7%
404 Sandwich

4.1.X Jelly Bean 16 16.5%

4.2.X 17 18.6%
18 5.6%

KitKat 19 41.4%
Lollipop 21 5.0%
22 0.4%

Data collected during a 7-day period ending on April 6, 2015
Any versions with less than 0.1% distribution are not shown

http://www.androidauthority.com/androiddistribution-april-
2015599431/
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3) SSL
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Man-in-the-Middle Attack

(MitM)

1. Traffic between the client and web server is intercepted.

2. When an HTTPS URL is encountered the attacker replaces it with an HTTP link and keeps a
mapping of the changes.

3. The attacking machine supplies certificates to the web server and impersonates the client.

4. Traffic is received back from the secure website and provided back to the client.

|
Connect to HTTPS Site on 443 > ) Connect to HTTPS Site on 443 >
. éjeplace HTTPS Content with HTTP Contgnt ‘ — AL Provide Server Certificate
2 E jirs -
Mobile Device ———— ——
! Vi Communication in Cleartext > Attacker Encrypted Communication > Web Server
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MITM
Demo
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Man-in-the-Middle Attack

(MitM)

A In the news: Open SSL Flaws
i Heartbleed
i Poodle

A MiTM attacks rampant — and easy

A Best practices:

i Pray, update and patch like crazy
i Use IPSec

Interop.com/lasvegas @Interop ’ #Interop
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2)  Device Hijack
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Device Hijack

Install Profile

Installing this profile will change
settings on your iPhone.

A Phishing and Spear Phishing are as
great if not a greater risk in the mobile
world. Old school meets new school.

A Users will install anything and as fast
as they can to get something else they

J ]
Cancel Install Now

Today .

want!
A If I can get a profile file on your device Dear ANZ Bank Customer,
— T own it! Your account could be

suspended.
A Best Practices: We urgently ask you to
i Security Awareness Training lfi(:il:w the account review

i On device detection and remediation o http://94.70.231.242/
www.anz.com.htm
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Device Hijack
Demo
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1) Mobile Malware
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Mobile Malware

(Trojanized Apps)

Old school meets new school.....
Sound familiar — noticing a pattern
here?

Users will install an app they want
faster then anything else!

If I can get a trojanized app on your
device, I can own that app.

Best Practices:
I Security Awareness Training

I On device detection and remediation
I App White / Black Listing

Do I Po  Io P>

No SIM T ek 9:04 AM
< Inbox
Dear user,

ITS will be doing a system wide
upgrade of our network over the
weekend. Many employees currentty
are enjoying use of our BYOD
program with MDM ABC. In arder to
continue to have access to amail and
any other company systems after
nexi Tuesday, you will be required to

update your MDM ABC app by
clicking tha following link. (MDM
AEC)

Thank you for your kind attention.

Bob Loblaw
IT Administrator

Interop.com/lasvegas @Interop , #Interop
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Mobile Malware
Demo
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Questions?

i

A

Eric Green
egreen@mobileactivedefense.com
914.244.1060

mobile active defense
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