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AUnderstanding Targeted Attacks

A In the past, most cyber attack campaigns were primarily
random, and they simply exploited the most vulnerable
systems they could find.

A Today, however, there is an increasing number of
sophisticated attacks that target specific companies, data, or
even employees.

A These attacks are often extremely well disguised and may
escape the security tools that most enterprises use to screen
out more random attacks.

A What tools and defenses are there to prevent targeted
attacks on your organization?

A In this session, you will hear about the latest types of targeted
attacks and what your enterprise can do to stop them.



Prevention Will Fail
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Uptront Reality

U You will get breached

U Prevention is not a panacea

U Detection is an absolute must

U Outsourcing Response is a recipe for failure By 2020, 60% of

enterprise information
security budgets will b
_ _ o allocated to rapid

U Speed to discovery and containment are critical gndpoint Detection &

Response, up from 10
in 2014- Gartner
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RESOLUTION

66%

Of Breaches Took
Months or Even Years
to Discover

60%

Of Breaches Have
Data Exfiltrated in
First 24 Hours

60,000

Number of Alerts Hackers
Set Off at
Neiman Marcus

229

Median Number of Days
Advanced Attackers
Present Before Detection

33%

Of Organizations Discover
Breaches Through Their
Own Monitoring

Stats: Verizon 2013 Data Breach Investigations Report, Mandiant MTrends 2014 & Neiman Marcus




Threat Landscape
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NEWS ANALYSIS Target point-of-sale terminals were infected with
SQLinjection attacks led to Heartland, Hannaford breaches malware
Details of the attacks could spur focus on Web app security | Lucian Constantin
| IDG News Service Jan 13,2014 10:14 AN | B9 | &

By Jaikumar Vijayan | FoLLOW | \

The CEO of refailer Target revealed Saturday in an interview that the company's point-of-sale
Computerworld | Aug 18,2009 11:32 PM PT

(PoS) systems were infected with malware, confirming what security experts suspected since the

. . massive data breach was announced in mid-December.
This week's disclosure that the huge data thefts at Heartland Payment -

Systems and other retailers resulted from SQL injection attacks could Answering a question about what caused the breach during an interview for CNBC, Target CEQ
finally push retailers to pay serious attention to Web application security
vulnerabilities, just as the breach at TIX focused attention on wireless

: |
issues.

I Gregg Steinhafel said: “We don't know the full extent of what transpired, but what we do know is
that there was malware installed on our point-of-sale registers. That much we've established.”

Target originally said that approximately 40 million credit and debit card accounts may have been
impacted by the breach. The company announced Friday that information like names, email
addresses, mailing addresses and phone numbers of an additional 70 milion peaple has also been

stolen.
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Anatomy of an Attack
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KC1- Reconnaissance:Collecting
information about the target
organization

KC2- Weaponization: Packaging the

Weapon threat for delivery

ization

KC3- Delivery: Transmssonof the
Delivery weaponized payload

KC4- Exploitation: Exploting vulnerabilities
Exploitation on a system

KC5- Installation:Instaling malware
Installation on a target

KC6- Command &Control: Providing

Afhands on the keyboardodo access
the target system

KC7- Actions on Intent: The attacker
achieves their objective (e.g. stealing
information)

Actions on
Intent

Ly G S tDriverEényp@ed Network Defense Informed by Analgbis
AdversaryCampaigns and Intrusion KillK I A L6ckkeed Martin
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a Source=192.,168.60.21;Network Library=DBMSSOCN;UserID=superuser;
CO providerName="System.Data.SqlClient" />
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d SQL DB
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tcp 445 (smb)
tcp 3389 (rdp)

Remote Desktop Connection

L

Remote Desktop
Connection

Logon settings
Logon settings

" L Enter the name of the remote computer

Computer 124512323 v

Username:  superuser| iser:superuser Pa$$word

You will be asked for credentials when you connect

Allow me to save credentials 2Xe

> out.txt

Connection settings
Save the curent connection settings to an RDP file or open a
saved connection

Save Save As Open

Options | Connect | Help




Case Study
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O  Small 3 party / acquisition targeted

O  Allinfrastructure compromised, to includereail

O  All data within acquisition stolen
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