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Å Understand the importance of establishing an integrated 
approach to Cybersecurity and ITSM 

Å Know how to leverage frameworks and controls to ensure the 
Confidentiality, Integrity, and Availability (C/I/A) of your 
organizationôs IT services and infrastructure

ÅWalk away with a methodology and examples for 
incorporating cybersecurity practices into the IT 
service management lifecycle

Key Themes and Takeaways



PART I: THE PROBLEM

Lack of Integration between Cybersecurity 
and ITSM



Cybersecurity Objectives, Domains and Frameworks

Eight CISSP Domains:

Å Security and Risk Management

Å Asset Security

Å Security Engineering

Å Communication and Network Security

Å Identity and Access Management

Å Security Assessment and Testing

Å Security Operations

Å Software Development Security

NIST Risk Management Framework:

Å 18 Security Control Families

Å ñSecurity Lifecycle Approachò

Three Security Objectives (FISMA): Confidentiality, Integrity, Availability (C/I/A)



Å Culture of Compliance
ï One-time compliance check at the end of the system development lifecycle

ï Cybersecurity not prioritized at the beginning 
of the SDLC or during services definition

ï Systems configured and processes followed 
only to the point of ñchecking the boxò

Å Reactive
ï No emphasis on continuous monitoring or 

system-of-systems / enterprise risk

ï Security not built into services

Å The Cybersecurity Silo
ï Implemented as an independent discipline

ï Solutions are focused on implementation

Traditional Implementation of Cybersecurity

Have you checked your security lately?



Å ITSM is the industry acronym for Information Technology Service Management

Å Is the set of people, process, and technology used to provision IT services and 
manage IT infrastructure in a standardized, repeatable, and cost-effective manner

Å ITSM is practiced by all service provider organizations, whether planned or ad-hoc

Å Leading organizations differentiate themselves by achieving a high level of process 
maturity and continual improvement in the quality and cost of service delivery
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Availability

Capacity

Resiliency

Security

Service Requirements

Å IaaS
Å PaaS
Å E-mail
Å ERP
Å �(�W�F�«

Services

Processes + Functions

ITIL Provides a Proven Best Practices Framework for Defining and 
Managing Services throughout the entire Lifecycle:


