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Speaker BioT Timothy Rogers “

A Infrastructure Program Manager at Booz Allen Hamilton specializing in IT
Service Management, Governance and Cybersecurity

A Former CTO with 20+ years experience spanning high tech start-ups,
financial services, and government sectors

A Authorof Ten Steps to | TSM Success: A Prac
Transformation (tSMFUSA and ITG Press)

A Holds Master's degree from UC San Diego and is a certified ITIL® Expert
and Certified Information Systems Security Professional (CISSP)

A * Interesting fact : Lived and worked in Hong Kong, and speaks some
Mandarin Chinese.
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Speaker BioT Andy Haass ‘@L

A Chief Engineer at Booz Allen Hamilton specializing in Cybersecurity and
Systems Engineering
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A Technical lead supporting Cybersecurity and IT Strategy for DoD clients

A Holds a Bachelor of Science Degree in Physics and Computer Science from
Washington and Lee University

A Holds the designations of Certified Information Systems Security
Professional (CISSP), Certified Systems Engineering Professional (CSEP),
and ITIL® Foundations

A * Interesting fact : Licensed pilot
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Agend
A Part |: The Problem

I Lack of integration between Cybersecurity and ITSM

A Part II: The Challenge
I Linking Cybersecurity and ITSM

A Part lll: The Solution
I Integrating Cybersecurity throughout the ITSM Lifecycle
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Key Themes and Takeaways

A Understand the importance of establishing an integrated
approach to Cybersecurity and ITSM

A Know how to leverage frameworks and controls to ensure the
Confidentiality, Integrity, and Availability (C/I/A) of your
organi zationds | T services and

A Walk away with a methodology and examples for
Incorporating cybersecurity practices into the IT
service management lifecycle




PART |. THE PROBLEM

Lack of Integration between Cybersecurity
and ITSM
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Cybersecurity Objectives, Domains and Frameworks

Three Security Objectives (FISMA): Confidentiality, Integrity, Availability (C/I/A)

Eight CISSP_Domains: NIST Risk Management Framework:

A Security and Risk Management A 18 Security Control Families

A Asset Security A AnSecurity Lifecycle /
A Security Engineering criSons

A Communication and Network Security

A Identity and Access Management

A Security Assessment and Testing

A Security Operations e

A Software Development Security ;?’3‘"“"’"
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Traditional Implementation of Cybersecurity

A Culture of Compliance
I One-time compliance check at the end of the system development lifecycle

I Cybersecurity not prioritized at the beginning —
of the SDLC orduring services definition Have ou checked your Securrty1atel

i Systems configured and processesfollowed
onyt o the pointhelbbbdxdcheg A._;-.,:;'_-
A Reactive i

I No emphasis on continuous monitoring or
system-of-systems/ enterprise risk

I Security not built into services

A The Cybersecurity Silo
I Implemented as an independent discipline
I Solutions are focused on implementation
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A 1TSM is the industry acronym for Information Technology Service Management

A Is the set of people, process, and technology used to provision IT services and
manage IT infrastructure in a standardized, repeatable, and cost-effective manner

A 1TSM is practiced by all service provider organizations, whether planned or ad-hoc

A Leading organizations differentiate themselves by achieving a high level of process
maturity and continual improvement in the quality and cost of service delivery

Process

Challenges

Governance, Risk &
Compliance (GRC)

ost Recovery Models
(Chargeback, Showback , etc.)

Challenges

Commercial and Hybrid Cloud * Best

( AEV er yiada-seryioe)

Y Practices

Virtualization and Software
Defined Networking (SDN)

IT
Service
Management

~ Structure, i i
ructure ITSM Multi -Vendor Service Level

Bi-Mo d al Agreements (SLAS)

I TFO.IB.S.’. Tools, CMDB
Responsibilities

People Technology
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ITIL Provides a Proven Best Practices Framework for Defining anc
Managing Services throughout the entire Lifecycle:

Service Requirements
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A laaS
A PaaS
A E-malil
A ERP
A (WF«
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