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About Miercom 

Å Networking Consulting Firm 

Å Vendor Agnostic 

Å Editorial Integrity and Excellence 

Å Reports For the Community License Free  

Å 30 Years Experience Testing Network Security 

Å Adaptive Methodologies and TTPs  
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Agenda 

Å SWG, Sandboxing, NGFW technologies 

Å Case Studies 

Å Test Results 

ï Malicious URLs 

ï Malware 

Å TCO Analysis 

Å End Point Protection 
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Participating Vendors 

Å All vendors have opportunity to represent their products before, during 
and after any test review  

Å No pay to play for Industry Assessment test reviews 
Å Miercom is vendor agnostic 
ÅVendorsô responsibility to participate and submit their own product(s) 
Å Miercom reserves the right to acquire or obtain access to any 

unrepresented product 
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Types of Security Countermeasures Tested 

 

 

 
 

Å Secure Web Gateway  
Å Next-Generation Firewall  
Å Unified Threat Management  
Å Sandbox ï Threat Emulation  
Å Spam Filtering 
Å End Point Protection 
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High Risk and High Visibility Events 

Å Specific High Risk Events 

ï Advanced Evasive Threats 

ï Advanced Persistent Threats 

ï CryptoLocker 

ï Outbound Botnet 

ïWorm 

ï Trojan 
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Case Study 1 ï Teen Hacks CIA Directorôs Email 

Å Verizon ï Social Engineering 

Å AT&T ï Social Engineering  
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Video: CIA Hacker talks about breaching emails 



Case Study 2 ï North Korea Hacks  
South Korean Smartphones 

Å South Koreaôs Intelligence agency accused North Korea of hacking the 
smartphones of dozens of SK senior government officials. 

Å Possible precursor to a major cyberattack 
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Test Methods Used 

Å Miercom Malware Server 
ï Send malicious samples to DUT to test how it handles threat detection and mitigation  

Å Breaking Point/Spirent simulate realistic traffic loads, DDOS attacks, data 
extraction of exploits 

Å Test devices in-line, SPAN mode or TAP mode depending on test 
specifications 
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Test Methods Used 

Internet 

Firewall 

Malware Server 

Switch SPAN 
Port enabled 

Client 1 (Virtual) Client 2 (Virtual) Client 3 (Virtual) 

Management Console 

10 Source: Miercom February 2016 

Device Under Test 



Test Methods Used 
Internet 

Domain Controller/DHCP 
Server with Microsoft AD Source: Miercom February 2016 11 

Cisco L3 Switch 

Router 

Ixia BreakingPoint 

Firewall 

Dell L3 Switch 

Physical and  
Virtual Endpoints 

Cisco Wireless 
Access Point 

Console  
Device Under Test 



Test Tools and Scripts 
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Security Vendors and Products 
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Product Name Function Version 

BlueCoat SG900 Secure Web Gateway 6.5.5.7 

BluVector (Acuity) Malware Detection Platform 1.6 

Check Point 12200 SWG  Secure Web Gateway R77.30 

Cisco Iron Port S379 Web Security Appliance 8.0.6-199 
Fortinet FortiGate 60D Unified Threat Management 5.2.1 

iboss Cybersecurity Cloud Secure Web Gateway 8.1.1.20 

Intel Security (McAfee) ATD 5206 Next Generation Firewall 3.4.8.71.50053 

Intel Security (McAfee) SWG 5500 Secure Web Gateway 7.2.4.6 

Vendor A Next Generation Firewall V xx 

Symantec ATP Advanced Threat Protection 1.0.0-71 

Forcepoint V10000 Secure Web Gateway 7.8.0 

Vendor B Cloud Platform V xx 



Miercom Industry Assessment 
Security Effectiveness Across All Categories ï Malicious URLs 

Source: Miercom Web Security Industry Assessment, April 2016 
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Vendor B Vendor C 
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Miercom Industry Assessment - Malware Results 

Source: Miercom Web Security Industry Assessment, April 2016 15 
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Miercom Industry Assessment 
Security Effectiveness Across All Categories ï Malware 

Source: Miercom Web Security Industry Assessment, April 2016 16 
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TCO Valuation Criteria 

Å The following were evaluated to create the products Total Cost of 
Ownership 

ï Price of Product/Appliance 

ï Support Packages 

ï License Fees 
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Miercom Industry Assessment Secure Web Gateway Security  
Efficacy v TCO Malicious URLs and Malware 

Industry Average Effective Rate  

Industry Average Cost 

Source: Miercom Web Security Industry Assessment, April 2015 18 
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End Point Protection Vendors and Products 

Product Software Version 

360 Internet 4.9.0.4900 

Ad-Ware 11.3.6321.0 

Avast 9.0.2021.515 

AVG 12.0.0.1779 

Bullguard 1.0.0.54 

Comodo 7.0.317799.4142 

Eset 8.0.3.0 

Kaspersky 15.0.0.463 

Microsoft Security Essentials 1.185.2836.0 

Panda Apr 2015 

Symantec 4.3 

Trend Micro 4.3 
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Miercom Industry Assessment 
Endpoint Protection Results 
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Ad-Aware 360 Internet Industry 
Average 

Source: Miercom Web Security Industry Assessment, April 2015 



Miercom Industry Assessment 
EPP Security Effectiveness Across All Categories - Malware 
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Miercom Industry Assessment Secure Web Gateway 
EPP Efficacy v TCO Malware 
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Summary of Questions and Criticisms of Testing 

Å Some donôt want to be featured at all 

Å Some needed to be masked completely 

Å Links arenôt malicious causing false positives 

Å Active threats may be older 

ïWe believe them to be recurring  
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Questions? 
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