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About Miercom

Networking Consulting Firm

Vendor Agnostic

Editorial Integrity and Excellence

Reports For the Community License Free

30 Years ExperienceTesting Network Security
Adaptive Methodologies and TTPs
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SWG, Sandboxing, NGFW technologies
Case Studies
Test Results
I Malicious URLs
I Malware
TCO Analysis
End Point Protection
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Participating Vendors

All vendors have opportunity to represent their products before, during

and after any test review

No pay to play for Industry Assessment test reviews

Miercom is vendor agnostic

Vendorsoé6 responsibility to participat
Miercom reserves the right to acquire or obtain access to any

unrepresented product
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Types of Security Countermeasures Tested

A Secure Web Gateway TTHIRE/AT Yoous ™

A Next-Generation Firewall JJOU_SHOULD HAVE SEEN THE LOOK
‘e GAVE ME WHEN T ASKED

A Unified Threat Management FOR NETWORK. SECURTY

A Sandboxi Threat Emulation ‘

A Spam Filtering

A End Point Protection

Miercom °
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High Risk and High Visibility Events

A Specific High Risk Events W STRIP
i Advanced Evasive Threats CAAL L
I Advanced Persistent Threats 7 "
i CryptoLocker Bl S \‘ 8
i Outbound Botnet N ; HacTNe
I Worm
| TARGETE)

Trojan

Miercom ¢

@interop ' #Interop



Interop Las Vegas s

|

CaseStudy1li Teen Hacks CI A Dir

A Verizoni Social Engineering
A AT&Ti Social Engineering

Video: ClAdacker talks about breaching emails

Miercom
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Case Study 21 North Korea Hacks
South Korean Smartphones

A South Koreads I ntelligencehaekmpetmecy acc
smartphones of dozens of SK senior government officials.

A Possible precursor to a major cyberattack

Miercom ¢
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Test Methods Used

A Miercom Malware Server
I Send malicious samples to DUT to test how it handles threat detection and mitigation

A Breaking Point/Spirent simulate realistic traffic loads, DDOS attacks, data
extraction of exploits

A Test devices in-line, SPAN mode or TAP mode depending on test
specifications

Miercom °
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Test Methods Used

Device Under Test

Internet

Management Console

Switch SPA
Port enabled

Firewall

Miercom Client 1 (Virtual) Client 2 (Virtual) Client 3 (Virtual)
Malware Server —
Source: Miercom February 2016 M’ercom 10
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Test Methods Used

Internet

Device Under Test
Console

Dell L3 Switc

Firewall

Cisco L3 Swit

@)

Cisco Wireless

Physical and )
Ixia BreakingPoint == ety Virtual Endpoints Access Point
Domain Controller/DHCP
Source: Miercom February 2016 Server with Microsoft AD M”e rco m 11
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Test Tools and Scripts

§Firebind BreakingPoint Happcom

Find it before they do.”

i ~ R % (1) - ST FOGE
IXla = 5 PRSSINRD GRIGE

sp%|REN'|; @metasploit”  savvius
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Security Vendors and Products

Product Name Function Version
BlueCoat SG900 Secure Web Gateway 6.5.5.7
BluVector (Acuity) Malware Detection Platform 1.6
Check Point 12200 SWG SecureWeb Gateway R77.30
Cisco Iron Port S379 Web Security Appliance 8.0.6199
Fortinet FortiGates0D Unified Threat Management 5.2.1
iboss Cybersecurity Cloud Secure Web Gateway 8.1.1.20
Intel Security (McAfeeATD 5206 Next Generation Firewall 3.4.8.71.50053
Intel Security (McAfee) SWG 5500 | Secure Web Gateway 7.2.4.6
\Vendor A Next Generation Firewall V XX
Symantec ATP Advanced ThreaProtection 1.0.071
ForcepointV10000 Secure Web Gateway 7.8.0
\Vendor B Cloud Platform V XX
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Miercom Industry Assessment
Security Effectiveness Across All Categories Malicious URLS
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Source: Miercom Web Security Industry Assessment, April2016 M’erco 14
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Miercom Industry Assessment- Malware Results

e
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Source: Miercom Web Security Industry Assessment, April2016 M’er com 15
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Miercom Industry Assessment
Security Effectiveness Across All Categories Malware
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Source: Miercom Web Security Industry Assessment, April2016 M ’er,-—E-—o——m 16
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TCO Valuation Criteria

A The following were evaluated to create the products Total Cost of
Ownership

I Price of Product/Appliance
I Support Packages
I License Fees

Miercom '/
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Miercom Industry Assessment Secure Web Gateway Security
Efficacy v TCO Malicious URLs and Malware
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Annual TCO ($)
Source: Miercom Web Security Industry Assessment, April 2015 M’ercom 18
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End Point Protection Vendors andProducts

Product Software Version
360 Internet 4.9.0.4900
Ad-Ware 11.3.6321.0
Avast 9.0.2021.515
AVG 12.0.0.1779
Bullguard 1.0.0.54
Comodo 7.0.317799.4142
Eset 8.0.3.0
Kaspersky 15.0.0.463
MicrosoftSecurity Essentials 1.185.2836.0
Panda Apr 2015
Symantec 4.3
Trend Micro 4.3
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Miercom Industry Assessment
Endpoint Protection Results
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Source: Miercom Web Security Industry Assessment, April 2015 M’ercom 20
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Miercom Industry Assessment
EPP Security Effectiveness Across All Categories Malware
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Source: Miercom Web Security Industry Assessment, April 2015 M’ercom 21
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Miercom Industry Assessment Secure Web Gateway
EPPEfficacy v TCO Malware
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Source: Miercom Web Security Industry Assessment, April 2015 M’ercom 22
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Summary of Questions and Criticisms of Testing

A Some dondt want to be
A Some needed to be masked completely
A Links arendt malici ol
A Active threats may be older

I We believe them to be recurring
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Questions?
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