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About

- Infosec for around 18 years

- Mostly technical testing and enterprise consulting
-Net / app / web / mobile / loT

- Director of Advisory Services for IOActive

- | do a weekly show on infosec, technology, humans
- Reading, writing, table tennis

-Wr ote a book: nNnThe Real
- @danielmiessler



DISCUSS

- A functional definition of loT
-The IoT Attack Surface
- Securing loT In the Enterprise

-loT and Ransomware



What Is 0T

- Lots of definitions out there.
- Some are based on connectivity.
-Some require nembeddedo.

- N OXFORD(Ish): An extensi
Internet where everyday objects have

network connectivity, allowing them to

send and receive data. o
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OWASP Internet of Things (IoT) Project

[ edit | edit source ]

Oxford defines the Internet of Things as: “A proposed
development of the Internet in which everyday objects have
network connectivity, allowing them to send and receive data.”

The OWASF Internet of Things Project is designed to help
manufacturers, developers, and consumers better understand the
security issues associated with the Internet of Things, and to
enable users in any context to make better security decisions
when building, deplaying, or assessing loT technologies.

The project looks to define a structure for various loT sub-projects
such as Attack Surface Areas, Testing Guides and Top
Vulnerabilities.

loT Project

Attack Surface Areas @

Testing Guide Top Vulnerabilities
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Medical Devices

Firmware Analysis

What is the OWASP
Internet of Things
PI‘OJBCt? [ edit | edit source |

The OWASP Internet of Things Project
provides information on:

« loT Attack Surface Areas®

« loT Vulnerabhilities

« Firmware Analysis

« ICS/ISCADA Software Weaknesses

+ Community Information

» loT Testing Guides

« loT Security Guidanced

» Principles of loT Securitys

» loT Framework Assessment

» Developer, Consumer and
Manufacturer Guidance
» Design Principles

Project Leaders
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« Daniel Miessler
= Craig Smith

More «

loT Event Logging Project

ICS/SCADA

Collaboration [ edit | edit source |

The Slack Channel&

Quick Download
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loT Attack Surface Mapping DEFCON
236

loT Testing Guidance Handoutd
OWASFP loT Top Ten PDF &
OWASP loT Top Ten Infographic e
OWASP loT Top Ten PPT®
OWASP loT Top Ten-RSA 2015
OWASFP loT Project Overview &

News and Events
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s Added a Slack channel&

« Added a sub-project; loT Security
Policy Project &

+ Daniel Miessler gave his loT talk at
DEFCON 23 &
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