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About
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- Infosec for around 18 years

- Mostly technical testing and enterprise consulting

- Net / app / web / mobile / IoT

- Director of Advisory Services for IOActive

- I do a weekly show on infosec, technology, humans

- Reading, writing, table tennis

-Wrote a book: ñThe Real Internet of Thingsò

- @danielmiessler



Discuss
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- A functional definition of IoT

- The IoT Attack Surface

- Securing IoT in the Enterprise

- IoT and Ransomware



What is IoT
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- Lots of definitions out there.

- Some are based on connectivity.

-Some require ñembeddedò.

-ñOXFORD(ish): An extension of the 

Internet where everyday objects have 

network connectivity, allowing them to 

send and receive data.ò



Attack Surface
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What do?
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IoT Security != Device 

Security
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What they think it isé
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OWASP IoT Security
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OWASP IoT Security
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�‡ Attack surfaces
Å Vulnerabilities

Å Medical Devices

Å Firmware Analysis

Å IoT Event Logging

Å ICS / SCADA


